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Windows 10 has proven itself to be the most secure Windows operating system ever, so hackers seem to be turning to another vulnerability. Browsers (Internet Explorer, Edge, Firefox, and Google Chrome) are becoming a prime target of scammers.

If you are at all adventuresome exploring the Internet, you probably have had a browsing session interrupted by a pop-up visual often accompanied by an obnoxious

audio warning to the effect that your computer has been infected and you must call a toll-free 800 (or 8XX) number to prevent something terrible from happening to your hard drive or data.

This warning is bogus; often this “threat” can be usually be deleted by simply closing your browser.

To protect yourself from serious malware infection, you must be careful about how you close a pop-up window. Specifically, you should never click anywhere in a pop-up window. Even buttons labeled "Cancel" or "Close" or a red-X button in the upper-right

corner are dangerous to click; doing so could trigger an infection.

Safely close a pop-up window

To safely close a pop-up window, locate the button in your Taskbar that represents your browser. Also, look for other highlighted icons on the Taskbar; the button and the pop-up will usually have a similar name. Right click on the button and select Close.

If that doesn't work, you need to use the Windows Task Manager to close the pop-up. Simultaneously press the CTRL, ALT, and DEL keys, and, from the resulting window, select “Task Manager”. In the Task Manager, under the Processes tab, highlight your

browser application and click the End Task button. It is probably a good idea to close all applications except the Task Manager, unless you are comfortable identifying non-problem items.

Occasionally you will have to power down your system to remove the problem, either by holding in the start button on your computer for 10 or so seconds or unplugging your tower. If the problem occurs on a laptop computer naturally the battery must also be removed to completely power down the computer.

What has happened to my system?

Usually the pop-up described above does no lasting damage to your computer. It is “only” a URL (Internet site) function with some unique properties. The purpose of the URL function, which you experience as a pop-up, is to frighten the user into calling the toll-free number. A con-man (it seems to usually be a male) probably on the other side of the world will attempt to extract as much money and data from you as possible to remove the threat. 
Usually the scammer will attempt to get the caller to initiate a remote connection to the victimized computer. The remote connection can then be used to make it appear that the scammer is examining your system and often additional software, such as a Citrix program, which is a legitimate application, is loaded into your system to increase the scammer’s control of your computer.

Never call any phone number that appears 

The scammer might trick you into granting them remote control of your computer. This might, enable them to install a "backdoor", granting scammers the unfettered ability, now and in the future, to harvest any or all the information contained on your system, to be used for any purpose. Never allow anyone you don’t know to remotely log in to and use a computer that you own and control.

Inevitably the scammer discovers some terrible problem with your computer. You are informed that you will be required to pay a substantial fee to have the problem removed and/or prevent future problems.

